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We are a responsible
employer, business partner
and corporate citizen.

Our aim is to positively influence the wellbeing of everyone we come into
contact with – including our employees, customers, suppliers, contractors and
the wider community. We strive to be a partner that achieves the best for
ourselves and others, by always behaving in a manner that embodies integrity,
responsibility, respect and empowerment.
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Human Capital Development
We strive to provide a safe and rewarding workplace for our employees, and aspire to be
an attractive employer.

Decarbonisation through a replacement of coal-fired
power generation with a combination of renewables
and natural gas-fired power, along with the
implementation of smarts meters, demands a shift in
skillset for the existing workforce.
Through revisiting the recruitment process and
focusing on diversity in the workplace, we can improve
our recruitment and retention strategies to attract
the right talents. With the increasing participation of
women in the utilities sector, focusing on diversity
is likely to improve the industry’s ability to meet its
workforce needs.

The Group’s success through excellence depends
on the performance of its employees at every level.
The values the Group inculcates in its employees are
candour, courtesy, an ability to deal with change and
respect for humanity, personal dignity and privacy.
As stated in our Sustainability Policy, we are
committed to:
•
•

•

•

being an equal opportunity employer;
creating a diverse and inclusive workplace by
respecting the values, customs and traditions of
our employees in different operating markets;
caring for the well-being and health of our
employees and aiming to achieve a workplace
free of injuries; and
assisting staff to develop in an engaged
workplace and caring for them and their families.

How We Work
To recruit and retain diverse talent
The recruitment, hiring and performance appraisal
processes form the foundations of positive and
long-term employee relations.
To retain talent, HK Electric provides competitive
compensation packages, and eligible employees are
entitled to additional incentives for their contributions
to the company’s growth, profitability, and other goals.
To increase the pipeline of diverse and qualified
candidates, HK Electric participated in the Virtual Career
Fair organised by The City University of Hong Kong
to promote its employer brand and different entry
positions in customer service and IT. Online recruitment
talks are also delivered to students of local universities
to promote our Graduate Trainee Programme, which is
the company’s key breeding ground for future talents.
In 2020 it recruited a total of five graduate trainees who
will undergo an intensive training programme covering
a wide scope of learning areas.
As an additional measure to reinforce employees’ sense
of belonging and commitment, WWU has introduced a
flexible benefits scheme, allowing colleagues to choose
additional benefits alongside their standard benefits
packages. Every year WWU improves the offering with
additional benefits in response to colleagues’ feedback.
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We seek to protect the well-being of our staff by
encouraging a healthy work-life balance. To ease
work-related stress, we offer a range of generous
paid-leave entitlements and flexible working
arrangements. A wide range of initiatives including
interest classes, seminars, health talks, training courses
and fitness activities ran to help staff maintain work-life
balance. Many of these went online in 2020 as a result
of the pandemic.

HK Electric is a signatory to the Joyful@Healthy
Workplace Charter launched by the Department of
Health and the Occupational Safety and Health Council.
To promote employee well-being, the company
organised a series of online interest classes such as
DIY face mask cover, leathern rose, and towel animals.
These were conducted through online live broadcasts
for employees to join via their office desktop computers.
The company also offered flexible work arrangements
to employees during the COVID-19 pandemic.
Our employee performance review process connects
employee compensation with individual goals and aligns
performance with business objectives and outcomes,
creating a win-win situation for the employee and the
Group.
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The attraction, retention and development of talent
is essential for the Group’s long-term development.
Risk of increased turnover and associated costs of
rehiring, loss of intellectual and human capital attrition
may pose threats to the ability to attract and retain
talent. In recent years, the rapid evolution of utilities
businesses and need to modernise the grid are leading
to increased demand for employees with IT and
data analytics skills. There is also risk of operational
disruption from labour strikes which may negatively
impact utilities’ service to customers.

Our Commitment
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Training and development
The professional growth of our people is essential
to the growth of our business. We invest heavily
in training to keep our people abreast of the latest
developments in the industry and enhance their
knowledge and performance. Training programmes
are developed by respective business units to provide
the most relevant learning experience that suits
employees’ specific needs.

Employee Profile1
Full-time: 16,614

Part-time: 847
95.1%

4.9%

Male: 13,782

Female: 2,832
83.0%

By
employee
category2

88.2%

11.8%

30-49: 8,481

13.9%

50 or above: 5,822
51.1%

Furthermore, the Group and most of our operating
companies conduct various employee development
programmes to suit their specific business needs. We
run rigorous leadership development programmes to
support succession planning.

0.4%
0.9% 0.1%

2.9%

11.1%

52.5%

29.8%

Hong Kong: 1,844
United Kingdom: 8,734
Mainland China: 333
Asia (excluding Hong Kong, Mainland China): 43

Europe: 488

Australia: 4,948
United States: 151

New Zealand: 63
Canada: 10

Note:
(1) Exclude Husky Midstream, as all the employees are outsourced from Husky Energy
(2) Full-time employees only

Employee Turnover1
Overall

4.6%

Male

4.5%

Female
Under 30
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30-49

5.0%
4.4%
3.7%

50 or above
Hong Kong
Mainland China

6.0%
2.4%

99%

95%

Male: 28.8 hrs

Female: 24.0 hrs

98%

100%

General Staff:
28.4 hrs

Manager grade
or above: 24.7 hrs

35.0%

0.3%
2.0%

By
region2

The Group ensures that all our skilled staff members
are professionally trained and suitably qualified for
their roles. All operating companies are required to
submit annual training logs to ensure that the requisite
credentials for all skilled staff have been suitably
attained and that all refresher courses are conducted
where needed.

Manager grade
or above: 1,963

General staff: 14,651

Under 30: 2,311
By
age group2

17.0%

Asia

(excl. Hong Kong, Mainland China)

0.0%

United Kingdom

3.4%

Europe

6.4%

Australia
Canada

7.2%
0.0%

United States
New Zealand

21.2%
3.2%

3.0%
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Note:
(1) Turnover rate refers to full-time employees only, which is calculated based on the employee departure during
the year, divided by the average total number of employees as at 31 December 2020.

VPN conducted learning and development
programmes for staff to reduce incidents associated
with human factors. These human factors refer to
autopilot, distraction, shortcuts and assumptions, and
workload. The training provided by the Field Services
Teams strived to reinforce staff knowledge of these
factors and raise the organisation’s awareness of
relevant counter measures.

HK Electric operates talent development programmes
to inspire future leaders. In 2020, the company stepped
up actions to nurture leadership opportunities through
leadership bootcamp initiatives, book review sessions,
coaching and mentoring, and action-learning projects.
Apart from these activities, the participants receive
mentorship from senior executives or department heads
to widen their perspectives and enhance their skillset.

Employees at every level globally are provided with
opportunities to develop themselves as leaders.

HK Electric further adopted e-learning and multi-media
approaches to facilitate interactive and self-initiated
learning. Harnessing a newly set-up e-learning portal,
the company offered six webinars on leadership and
two e-learning series to the Leadership Development
Programme participants. Since the inception of the
Leadership Development Programme in 2010, 85.7%
of the 77 mid-level participants remain with the
company, while 64.9% have already been promoted
to senior leadership positions. HK Electric also directed
more resources in conducting lecturer-led training
via online conference tools in response to COVID-19.
All employees could undertake self-learning by
accessing the learning resources available on employee
communication platforms such as the company’s
intranet portal and “My HKE” mobile app.
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By
gender2

Percentage of employees who received training
and average hours of training per employee by
gender and by employee category
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By
employment
type

In 2020 we provided 464,470 hours of training and
development for full-time employees.
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We enforce an anti-discrimination policy and have zero
tolerance for harassment in any form. All employees,
irrespective of race, gender or religious beliefs, receive
equal opportunities and our recruitment and promotion
processes are based purely on performance. A Diversity
Committee comprising representatives from different
business units has been established in many of our
operations over the world to raise awareness on diversity
among the workforce.
EDL achieved several diversity and equal opportunity
goals in 2020. EDL is on track to meet its gender diversity
target of 25% females in its global workforce by 2023,
achieving 20% in 2020 – one of the initiatives in support
of this includes a maternity leave policy of at least 3
months’ full pay for the primary caregiver across all
countries where EDL operates. EDL also rolled out online
Diversity and Inclusion training globally, which will be
refreshed every two years. In Australia, EDL provided
summer internships to participants from CareerSeekers
and CareerTrackers, not-for-profit organisations that
respectively assist migrant and Aboriginal and Torres
Strait Islander university students into career pathways.
EDL’s Australian business also launched its inaugural
Reconciliation Action Plan, to improve opportunities
for engagement and participation with First Nations
peoples. In USA, the North American D&I Committee
was established to focus on USA and Canadian diversity
and inclusion programmes.
Power Assets Holdings Limited

Measures to promote gender diversity continued in
2020. EDL addressed female university students studying
in science, technology, engineering, mathematics (STEM)
and offered them post-study employment. This helped
improve the diversity in the workplace through the
graduate programme recruiting process.

AVR seeks to promote diversity as part of the selection
process. In 2020, AVR ensured that there was at least
one female worker on each shift at the Rozenburg
production plant.

Occupational Health and Safety
Challenges and Opportunities
Due to the nature of their operations, our investments
are exposed to a range of health and safety risks. Any
fatal or injurious accident involving members of the
public or our employees or contractors could have
significant consequences, resulting in widespread
distress and harm or significant disruption to the
operations, followed by possible regulatory action,
legal liability, material costs and damage to the Group’s
reputation. During the pandemic, we need to take
necessary measures to protect our employees and
contractors from being infected while maintaining a
stable operation, since utilities play an especially vital
role in keeping society running during emergencies.

The commitment of top management to health and
safety issues is formalised in the Health & Safety Policy,
which is based on the following key principles:
•

Complying fully with all applicable laws and
regulations and integrating health and safety
considerations into all aspects of our business
activities;

•

Nurturing and supporting a company culture that
promotes employee wellness and enhances health
and safety awareness among our stakeholders by
providing appropriate and timely information and
training to identify hazards and manage risks;

•

Adopting and maintaining safety management
systems and measures to monitor and manage
the health and safety performance of our business
and its contractors and suppliers; and

•

Ensuring commitment from our stakeholders in all
our markets to share the same vision, values and
responsibilities for health and safety and meet the
same standards.

Two-way communication
The Group always strives for effective, open two-way
communication and various effective communication
channels are in place.
Regular open forums are conducted to allow employees
and the senior management to communicate on
organisational updates and employees’ concerns.
Theme talks, topical briefing sessions, and focus group
meetings on company issues are also conducted as
required to explain and convey company issues and
policies to employees, and collect their opinions and
feedback in the process.

Our Commitment
The Group is committed to offering a safe and secure
environment for our employees, contractors, customers
and other stakeholders when they are at the Group’s
facilities and premises. We encourage a company-wide
safety culture where everyone is responsible for
making every workday healthy and safe – from our top
management and throughout the group.

In order to understand employee perspectives, attitudes
and opinions, UKPN conducted monthly polling and an
annual survey for improved awareness, full compliance
and increased levels of employee engagement.
Uniform communication procedures are applied across
AGIG to allow employees to provide honest feedback
to the company about their employment experience.
AGIG also provides employees with channels to escalate
any unfair or unequal treatment they encounter.
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Having a diverse and inclusive workforce can provide
different perspectives on how we conduct our businesses
and ultimately benefits our business performance.
We strive to provide an equal opportunity working
environment that is free from harassment and
discrimination and promotes unbiased decision-making.

UKPN has retained its National Equality Standard
accreditation, the UK’s highest standard of recognition
for best practice on equality, diversity and inclusion,
and is ranked third on the list of the Inclusive Top 50
UK employers. The median gender pay gap in 2019
(published in April 2020) narrowed slightly from 13%
to 12% compared to 2018. In the three years since the
introduction of the Gender Pay Regulations in 2017, the
difference between Median men and women’s pay has
decreased by 18.5%, demonstrating its commitment to
gender pay equality at all levels in the business as well
as its dedication to equality in recruitment, development
and promotions.
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Diversity and equal opportunity
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Power Assets is implementing a Health and Safety
Management System (HMS) with the aim of
contributing to the ‘human capital pillar’ of the
company’s sustainability development.
This HMS serves to ensure continual health and safety
improvements, monitors compliance with relevant laws
and regulations, fulfills supply-chain requirements, and
promotes staff health and safety awareness to achieve
a no-injury work place.
To ensure our operating companies have followed the
guidance given in the Health and Safety Policy of the
Group, our directors or executives that sit on the Board
of our material investments continually exercise their
influence and encourage the businesses to adopt our
Group’s principles in developing their own approach
and practices that are most appropriate to their
operations and geographic locations. Power Assets
delegates its directors to determine a high-level health
and safety strategy and policy, set corresponding
targets and oversee the health and safety performance
of material investments.
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Well-established health and safety management
systems have been adopted in different business
units to ensure compliance with local regulatory
requirements. Most of our operations like HK Electric,
UKPN, WWU, Seabank Power, SAPN, AVR, Ratchaburi
Power and Jinwan Power have their own Occupational
Health & Safety Management Systems in place that
conform to international standard ISO45001 or
OHSAS 18001, to manage its exposure and protect
its employees, customers, contractors and the public
by conducting its business in a safe and socially
responsible manner.
The effectiveness of the management system and the
health and safety performance of Power Assets and
each of its businesses is subject to a biannual internal
review in the Health and Safety Management Meeting.

Our goal is to enhance business resilience by creating
a controlled working environment where our people
and assets are safe and our operations pose minimal
impact on the environment and the communities.
We have plans and processes in place to help prevent
and be prepared for, respond to, and recover from
potential emergencies such as fire, oil and chemical
spills, typhoons, flooding, emergency evacuations,
rescues from confined spaces and heat-stroke
treatment.
UKPN established the High Impact Low Probability
(HILP) programme to ensure UKPN has an enhanced
programme in place to effectively respond to
large scale high impact events. The programme
is underpinned by workstreams that cover all of
the important aspects expected within such a
response. For instance, UKPN took part in a national
cybersecurity exercise to test its current processes
and identify further opportunities for improvements
to ensure that there is sufficient protection and a
robust response in place for a cyber-attack as one
kind of high impact event. To minimise the impact
of a crisis on the delivery of service to customers, a
central team coordinates the response at either a
strategic or tactical level. UKPN also has a holistic
Business Continuity Management System that builds
a framework for resilience by identifying potential
threats to the business and the impacts on the
business operations these might cause.

HK Electric identifies potential health and safety risks
for employees, contractors and customers as well as
for the public, and mitigates these risks by developing
and implementing appropriate procedures. Regular
drills are also conducted to enhance our response
capabilities to these situations.

Hazard identification and risk assessment
We are committed to rigorously managing the risks
associated with hazardous processes, such as those
with the potential to result in catastrophic fires,
explosions, and sudden release of toxic materials.
HK Electric conducts various types of safety inspections
on the operational activities of contractors and
frontline employees to measure and monitor their
health and safety performance against pre-determined
plans and standards. Respective divisions have
inspection schedules in place stipulating the type and
frequency of the inspections, which are conducted
by appointed persons with appropriate training and
experience. The results of the health and safety
inspections will be brought to the attention of senior
management or relevant health and safety committee,
where appropriate. The inspection records are properly
kept by the respective divisions and are available for
audit purposes.

Health and safety monitoring systems and formal
audit programmes have been established. Audits on
the safety management system at corporate level,
Transmission and Distribution (T&D) division-level and
Generation (GEN) division-level are conducted no
less than once every 12 months by Registered Safety
Auditors to provide a measure of compliance in line
with Government Legislation and in-house Safety
Rules requirements; to establish and maintain effective
systems to manage risks to health & safety; and
identify major hazards at an early stage.
EDL continued to improve the Shared Analysis
Management (SAM) system across the business to
provide an effective hazard and incident management
recording and reporting process. In addition, EDL
launched the global Safety Leadership Awards to
promote and reward positive safety leadership
behaviour. EDL also launched the Take 5 initiative,
which serves as a hazard/risk review prior to a task
being conducted. Weekly safety leadership meetings
are held by operations teams, with participation from
corporate and operational support services staff.
The increased focus on safety leadership, improved
reporting and effective delivery of the Take 5 process
has changed behaviours across the EDL global
workforce, resulting in improved safety performance.
A High-Risk Controls manual and awareness
programme were released in August by VPN as the
key component for 2020’s HSE Hazard Awareness
and Compliance programme. Nine High Risk Controls
have been identified based on past incidents records,
while minimum standards and controls for each have
been produced with reference to the legislation. The
programme has been communicated throughout the
business to reduce high consequence incidents and
protect health and safety.
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Health and safety management system

EDL conducts Emergency Management and Crisis
Management Awareness training to ensure senior
managers are well prepared to respond swiftly to
emergencies and crises. The annual review of the
Crisis Management and Business Continuity Planning
Programme updates material and process documents.
Training scenarios and business-relevant emergency
response scenarios are delivered to executives, senior
leaders and support workers to further build capability
and resilience.
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The health and safety of our staff and members of the
public is Power Assets’ top priority. With the exception
of 2020, when travel restrictions were imposed,
Power Assets hosts annual in-house Health and Safety
conferences. Executives from our overseas business
units gather in Hong Kong annually to review our
health and safety performance and share best practices,
with a view to achieving our unyielding target of zero
harm.
For UKPN, Health, Safety & Environment Committees
(HSECs) are structured into three tiers providing a
strategic, tactical and action-based approach for the
engagement and involvement of staff. All HSECs meet
quarterly to facilitate information flow, and the action
level HSECs meet prior to the tactical HSECs which
meet two weeks prior to the Company Health, Safety &
Environment Committee meeting.

Promotion of occupational health
Our employees’ health and safety is of top priority.
This is especially true in the face of the COVID-19
pandemic.
Group operating companies such as HK Electric and
Canadian Power underwent major capital works while
other companies including UKPN, VPN, AGIG, EDL
and WWU implemented large capital projects. All
construction activities and capital sites were managed
in accordance with local government guidelines
on safety and social distancing. Personal protective
equipment and sanitising facilities, shift working, and
other arrangements were made to keep workers safe.

To help staff members during the COVID-19
pandemic, SAPN conducted health promotion and
mental health programmes via an online health hub
and wellness portal. New initiatives developed during
2020 include the Health Hub @ Home, which focuses
on the health challenges arising from working from
home. Features such as mental health, first aid,
mindfulness and resilience training courses, and a
Traumatic Event Response service for workers exposed
to distressing incidents have been made available to
protect employees’ physical and mental health.
In order to foster a positive culture of health and
safety, UKPN conducts regular health and safety
training programmes for employees. Using external
and internal experts as facilitators, 610 leaders
participated in a three-day residential training
programme designed to provide awareness, skills,
tools and motivation to positively shift their approach
to Safety Leadership. 470 employees attended a
two-day residential safety training programme. All
employees who conduct or influence high risk work
were trained by the end of 2020.

A Health and Safety Committee of Wellington Electricity
meets every quarter to review issues requiring Board
governance or guidance. A formalised Safety Leadership
Structure is in place to help ensure that health and safety
leadership is provided throughout the business.

UKPN is ahead of its target to engage with 250,000
people each year on public safety. With the COVID-19
pandemic, UKPN made full use of digital channels to
further promote the PowerUp educational website for
children.

WWU has an HSE consultative committee comprising
representatives from trade unions, with the CEO serving
as the chairman of the committee.

In order to reduce serious injuries, United Energy
developed and implemented a High-Risk Control
Programme for internal employees. The programme
includes face-to-face learning and an iLearn package
for all employees to improve their knowledge of the
controls for the highest risk activities conducted by our
employees and contractors.

Contractor safety programme
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We continue to collaborate with our contractors
to develop and implement innovative solutions for
improving health and safety performance to ensure
we are prepared for the increase in work programmes
associated with our growth projects.
WWU engineers maintain excellent customer
service standards despite social distancing
requirements.

To support a caring and supportive culture at the
workplace, especially during the COVID-19 pandemic,
more than 75 HK Electric colleagues who previously
received training on employee counselling skills
continued to provide just-in-time emotional support to
staff in need. As continuous inspiration for the Good
Neighbours’ Club, enlightening stories and useful
tools and resources were shared on the HK Electric
intranet portal and in-house mobile app, “My
HKE”. An Info Hub for COVID-19 was set up on the
company’s intranet portal and “My HKE” mobile app
to convey useful information relating to precautionary
measures against COVID-19 to employees in the form
of in-house educational videos, posters, news, and
announcements. A total of 11 in-house educational
videos on precautionary measures were produced
and two quizzes were launched in 2020 to reinforce
employees’ understanding and application of the
precautionary measures.

NGN’s field service teams carry out works in full
personal protective equipment to keep them safe
without compromising reliability.

Sustainability Report 2020

To ensure we maintain a safe working environment, we
leverage safety committees to review and address our
work-related injury risks.

Safety is integrated into tender processes and we
require all contractors at our sites to follow all applicable
workplace safety and health requirements. Also, there
are various promotional campaigns for HK Electric’s
contractors including Life First Campaign; Health & Safety
Week; Safety, Health & Environment Day; and Health &
Safety Talks. Relevant safety information is available on
HK Electric’s website for third-party contractors carrying
out works near its power supply lines.
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Cybersecurity
How We Work
We have established a framework to facilitate a
systematic approach in identifying, assessing and
managing the cybersecurity risk within the Group.

Each of our investments has taken a risk-based
and integrated approach to combat cybersecurity
risk. They have established their own cybersecurity
management framework or processes to proactively
identify, prevent, detect, respond to and recover from
cybersecurity attacks.

1
5
Recover

Identify

Protect

Respond

Our Commitment

2

4
Detect

The Group seeks to protect its critical assets and
data from cyber-attacks, and ensure that there are
adequate and effective cybersecurity defences to
protect corporate information assets and critical
infrastructure.

3

[1]

Develop an organisational understanding
to manage cybersecurity risk to systems,
people, assets, data, and capabilities;

[2]

Develop and implement appropriate
safeguards to ensure the delivery of
critical services;

The Group has also set the following KPIs to assure
the robustness of the Group’s cybersecurity measures:
•

Periodically performs security assessments of
critical IT infrastructure and processes to identify
security weaknesses and vulnerability;

•

Periodically conducts penetration tests for IT
landscape to discover potential vulnerabilities;

•

Completes web security enhancement project
to strengthen the security protection of Internet
browsing activities;
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•

•

Performs security assessment and enhancement
of end-point device and server, ICS/OT, private
cloud and application software; and
Continues to raise cybersecurity awareness
among employees by running cybersecurity
awareness training programmes and carrying out
phishing drills from time to time.

Event Management system 24/7 throughout 2020
for alerts that indicate areas for further investigation.
This team also has the governance duty to identity
and access management, vulnerability management,
contractual services (alongside the legal team) and
awareness management.

[3]

Develop and implement appropriate
activities to identify the occurrence of a
cybersecurity event;

[4]

Develop and implement appropriate
activities to respond to a detected
cybersecurity incident; and

[5]

Develop and implement appropriate
activities to maintain infrastructure
resilience and to restore any capabilities
or services that were impaired due to a
cybersecurity incident.

Cybersecurity measures
We are committed to the protection of our people,
assets, reputation and brand through securely-enabled
operations.
HK Electric is implementing various cybersecurity
protection measures, including a next-generation
firewall and intrusion prevention system, Advanced
Persistent Threat protection solutions, a mail gateway,
secure web proxy and anti-malware systems. These are
all in place to safeguard the Company’s information
assets against unauthorised access and malicious
attacks.
UKPN conducts vulnerability scanning on core
systems including the smart meter system. The
vulnerability scans include simulated hacker attacks
and vulnerability management is subject to a weekly
review meeting. Information Security for the Smart
Meter system is aligned to ISO27001 as part of the
Smart Energy Code (a multi-party agreement which
defines the rights and obligations for smart metering)
and is managed by a security sub-committee which
appoints an external auditor for an annual audit.
UKPN’s Cyber Security Operations team monitored the
Security Operations Centre and Security Information

Employee training
UKPN operates a company-wide ‘Security Matters’
branded campaign to communicate awareness
material across multiple channels, such as intranet,
email, Yammer, digital noticeboards and user
briefings, covering the cyber, physical and personnel
aspects. An online training cybersecurity course is
mandatory for all employees and this was updated
in March 2020 to improve course format, enhance
contents, increase the scope, incorporate feedback
and include lessons learned within the company and
via the media. For field staff, awareness material based
on the online course is now available on their mobile
touchpad devices. For NGN, cybersecurity e-learning is
in place and issued to colleagues on a regular basis.
SAPN offers vocational educational programmes in
cybersecurity. Training programmes are delivered
by registered training organisations and nationally
accredited qualifications are credited. New employees
are assigned mandatory e-learning modules on
cybersecurity information when they join the company.
The mandatory e-learning is also supported by an
ongoing phishing campaign to test staff awareness.
WWU colleagues are assigned mandatory e-learning
modules on cybersecurity when they join the company.
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Cybersecurity risk is an increasingly common
business threat and can pose immense challenges
to companies. Over the years, cyber-attacks have
continued to proliferate, escalating in frequency,
severity and impact. Organisations face high monetary
and reputational risks if there is no appropriate
cybersecurity plan. As the utilities sector digitalises, it
also becomes more vulnerable to cybersecurity threats,
increasing their exposure to cyber-attacks.

The Group organised an IT/OT Cyber Security
Colloquium to bring colleagues together, where ideas
and best practices can be shared. We established
frameworks to guide improvement, set key strategic
pillars and direction, and agreed on insights to provide
an uplift in cybersecurity.

50

51

Challenges and Opportunities

Introduction
Sustainability at Power Assets
Environment
Social
Appendices

Supply Chain Management

We encourage all businesses in our supply chain to share
our commitment in terms of environmental stewardship,
products or services, child labour, fundamental human
rights, working conditions, remuneration, occupational
health and safety, and business ethics.
Effective collaboration with all stakeholders in the
supply chain is critical to our growth and success,
particularly given the pandemic. The supply chain
disruption resulting from COVID-19 poses tremendous
pressure on our operational efficiency across all
functions of the supply chain management. In addition,
with the trend to form more business collaborations
and partnerships globally, our working methods and
operations need to change in response to the dynamic
industry environment.

Our Commitment

Power Assets Holdings Limited

The Supplier Code of Conduct (the “Code”) underpins
our commitment and serves as a guideline for all
our business partners and suppliers, encouraging
compliance with items in the Code so as to bring
broader improvements in sustainability practices and
performance for its business partners and suppliers and
the communities served by the Group.
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The Code applies to all our business partners and
products and service providers (i.e. suppliers). Under
the Code, the Group works with suppliers and business
partners who can demonstrate their commitments
to uphold the principles detailed in the Code. The
content of this Code has been developed taking into
consideration a number of international charters and

Several other policies also support our commitment to
promote supply chain sustainability, including:
•

Human Rights Policy – Highlights the respect
for human rights as a fundamental value of the
Group, and explains our expectation of business
partners and suppliers in upholding the principles
in our Human Rights Policy and adopting similar
policies within their own businesses.

•

Modern Slavery and Human Trafficking Statement
– Reiterates the Group’s zero tolerance of modern
slavery and its commitment to preventing modern
slavery and human trafficking. It is expected
that business partners and suppliers share
the same values, complying with the relevant
laws, regulations and reporting requirements.
Transparency in business partners’ and suppliers’
approaches to tackling modern slavery is also
expected in all our business relationships.

•

Environmental Policy – States the Group’s
awareness of the direct and indirect impact
arising from its ability to influence environmental
performance within its value chain and in its
investments, and how it endeavours to influence
suppliers by raising awareness on environmental
issues, eco-friendly practices and professional
considerations.

How We Work

The evaluation of a supplier’s environmental capabilities
and systems is an important consideration in the selection
process for Wellington Electricity. The company evaluates
and verifies the supplier’s environmental management
system or plan and establishes performance/measure
criteria, determines the supplier’s understanding of
environmental responsibilities; and reviews how the
supplier will manage environmental issues associated
with the contract works and services. In addition,
environmental requirements including the right to
conduct audits and/or inspections are defined in all
Competitive Bidding documents.
UKPN assesses the conduct levels of suppliers using the
Achilles Utilities Vendor Database (UVDB) and Verify
Audits before appointing them to work for the business.
As an industry-recognised risk management framework,
Achilles UVDB is considered to provide a fair, open and
transparent means of supplier selection for potential
tender opportunities. New suppliers are granted access
to the questionnaire and audit protocols in the public
domain of Achilles UVDB and Verify Audits. This
pre-qualification database allows UKPN to comply with
the Utilities Contract Regulations.
At AVR, the importance of safety requirements and
compliance is always emphasised in contracts with
suppliers and included in its “contractor manual” and is
part of supplier review procedures.
All of AGN, DBP and Multinet Gas’s contracts and
purchase order terms and conditions with suppliers
include clauses on NGERS (National Greenhouse and
Energy Reporting), labour practices and health and safety
performance.

On-going management
Regular monitoring, audits and evaluations are carried
out to assess supplier performance and to obtain
updated information from suppliers and contractors to
ensure fulfilment of HK Electric’s latest requirements.
All suppliers for AGN, DBP and Multinet Gas are
audited for health, safety and environment (HSE)
performance on an annual basis. In particular, all
DBP contractors subscribed to ISNetworld (External
Contract Information Manager) are audited on their
HSE performance on a quarterly basis to ensure all
suppliers under contract meet the requirements for
HSE performance.

Number of suppliers by geographical region

44%

Australia
6,471

29%

United
Kingdom
4,294

8%

Europe
1,150

7%

United
States
996

7%

Hong Kong
969

2%

New
Zealand
322

2%

Mainland
China
263

1%

Canada
98

0%

Other
Region
5

Sustainable procurement
The Group is well aware of the environmental and social
impacts that may ensue along the supply chain and is
committed to minimising such risks in collaboration with
suppliers. ESG-related factors form an important part of
the assessment process and have due weighting in our
consideration of potential suppliers and contractors.

Asia

0%

(excluding
Hong Kong,
Mainland China)
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As a global investor in energy and utility-related
businesses with over 14,000 suppliers, the Group is
aware of the broader influence its purchasing power
has, which it uses to ensure suppliers make their
operations more sustainable.

conventions such as the United Nation’s Declaration
on Human Rights and the International Labour
Organisation Core Conventions.
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Community Engagement

Our Commitment
We are committed to respecting the rights of
communities and contributing towards their economic
and social progress by interfacing with a range of
stakeholders on a regular basis. From development
through operations, we engage local communities
to share information and ensure our projects have a
positive impact on the community.

How We Work
Better access to affordable energy

Power Assets Holdings Limited

Providing affordable electricity for customers is critical
to supporting local economies. As the country’s largest
electricity distributor, UKPN already serves at least
1.7 million people living in vulnerable circumstances
by providing additional support and advice on energy
matters via the Priority Services Register. To further
support the local economy, UKPN’s Power Partners
fuel poverty programme has provided GBP300,000
worth of annual grants, via a new community
investment fund in 2018, to a total of 30 community
organisations across the East, the Southeast of

In 2020 WWU connected 1,066 properties under
its Fuel Poor Network Extension Scheme and has
funded a total of 11,700 connections towards an
eight-year output target of 12,590. WWU continued
to provide additional assistance to the most
vulnerable customers within its geographical coverage
through the company’s Social Obligations Steering
Group. Initiatives that have flowed from this work
include increasing the number of partnerships with
organisations to promote the support measures WWU
offers its customers; the Healthy Homes Healthy People
project with Warm Wales saved 737 homes over
GBP947,000 in 2020 through increasing household
income by claiming the correct benefits, addressing
energy and water debt, tariffs and energy efficiency
measures and advice and installed 57 locking cooker
valves in 2020, allowing people to cook safely under
the supervision of carers and families.
HK Electric offers concessionary tariffs to eligible
senior citizens, single-parent families, the disabled
and the unemployed. Successful applicants are
entitled to receive a 60% discount for the first 200
units of electricity consumed every month. Under
the company’s Smart Power Care Fund, various

programmes have been put in place to educate
customers about energy efficiency, helping them
reduce electricity use and offering an assistance
programme to underprivileged customers in line with
the United Nation’s Sustainable Development Goals 7
and 13. By 2023, HK Electric will:
•

subsidise 4,000 underprivileged households for
adopting energy-efficient electrical appliances;

•

complete 1,000 free energy audits for
non-residential customers and subsidise 500
buildings for implementing energy efficiency
enhancement projects; and

•

organise 1,000 educational and promotional
activities on combating climate change and
adopting a low-carbon lifestyle.

Recognising the importance of affordable and reliable
electricity for all customers, VPN provided financial
assistance to households and small businesses in
Victoria impacted by the COVID-19 environment.
Users in all distribution networks including CitiPower
and Powercor benefited from a relief package under
which eligible customers can defer electricity network
charges until January 2021.

Customer relationship management
As a global investor in companies in energy
generation, transmission and distribution and working
with the spectrum of fuels including coal, gas,
renewables, waste and oil across four continents,
the Group currently serves a total of over 19 million
customers with power and gas supply.
The Group aims to achieve excellence in customer
satisfaction by continually improving our services
and achieving or even exceeding service targets.
A Customer Services Policy is in place to guide
our operating companies to deliver quality and
professional services, putting customer needs at the
core of their businesses. We respect customers’ views
and suggestions and respond promptly, using the
latest technologies to reach out to them. We seek
continuous improvement and engage stakeholders in
our pursuit of excellence to satisfy customers’ needs
and align our business processes with best practices.
The Group has various mechanisms that it uses to
measure customer satisfaction levels and to monitor
feedback in order to understand customer perceptions
and any ongoing critical issues, and to implement the
appropriate corrective actions.
In the UK, for example, alongside regulated customer
satisfaction surveys (scoring 9.15/10 across all
customers) and benchmarking through the Institute
for Customer Service, NGN also monitors and improves
performance in both the speed and quality of response
to complaints. All customer complaints are handled in
a courteous, prompt and straightforward manner, as
described in its Complaints Handling Procedure.

Sustainability Report 2020

Electricity and utility companies can have enormous
impact on surrounding communities through their
acquisition and development of large land tracts
for power plants and pipelines as well as their use
of water resources. Through effective community
engagement, we can manage our socio-environmental
impact responsibly and positively influence the
communities we serve.

England and London to make electricity affordable
and combat fuel poverty. In 2020, UKPN remodelled
the Power Partners programme to support those most
affected by the pandemic.
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WWU was re-accredited to the BS 18477 Inclusive
Service Provision in December 2020 and was
recognised by the Institute of Customer Service for
customer satisfaction, maintaining its service mark
accreditation. The score of 93/100 placed WWU
as a leading company amongst the UK’s national
household brands.
HK Electric continued to gather customer feedback
systematically through regular satisfaction surveys and
“We Meet on Friday” sessions. Its average Customer
Satisfaction Index (5-point scale) increased from 4.63
in 2019 to 4.72 in 2020, reflecting a very high level
of customer satisfaction. HK Electric received the
“2020 Excellent Service Retailer of the Year” award,
the highest recognition amongst all participating
companies, and its Call Centre was the winner of the
“Best-in-class” award under the “Commerce and
Utilities” category, also winning the “Gold Award” for
ten consecutive years in the Mystery Caller Assessment
Award organised by the Hong Kong Customer Contact
Association in 2020.

Power Assets Holdings Limited

A Customer Experience team has been established
by VPN as part of its Customer Group and a new
Customer Strategy 2020-2025. A wide range of
initiatives are detailed within the strategy which aims
to ensure customer needs and interests are central
to VPN’s business while also making it easier for
customers to do business with CitiPower and Powercor
and improve data availability.

For our operating companies around the world,
customers have various channels available through
which to make a complaint or request information.
We constantly monitors the feedback received, in
order to understand the customer’s perception and
any ongoing critical issues and to implement the
appropriate corrective actions. During the year, we
have received 6,928 product and service related
complaints.

Community consultation
We take community concerns about our activities
seriously. To better respond to the demands of the
communities we serve, we regularly engage with
stakeholders to listen to their needs and gain an
insight into areas of concern. Our integrated approach
ensures that we can identify and address specific
issues and always take into consideration the diversity
of economic, social and cultural situations in which we
operate.
UKPN has an extensive and embedded engagement
programme with a range of communications methods.
This helps the business to adapt to the evolving needs
of all its customers and stakeholders. During 2019/20
UKPN achieved its widest ever reach on stakeholder
engagement, reaching 4.75 million stakeholders
across more than 500 engagements. UKPN achieved a
score of 8.3 in the 2019/2020 assessment, the highest
of any of the electricity distribution network operators
(DNOs) in the UK.

WWU takes community concerns on board to successfully preserve the historic medieval Bideford Long Bridge while carrying out
mains replacement.

WWU also needed to replace two aging large
diameter gas supply mains strapped to the underside
of the Bideford Long Bridge, one of the longest
medieval bridges in England spanning 200 metres. A
feasibility study determined that the option of like-forlike replacement of the mains would result in a high
probability of damage being caused to the medieval
bridge. Alternative designs were commissioned, and
a full community consultation completed to establish
the most practicable option. No damage was caused
to the bridge when removing the old cast iron pipes
and there were no negative environmental impacts.
Positive customer feedback was received during and
after this project.
United Energy is implementing the Bayside Battery
Project to install two pole-mounted batteries for
the local community to share, where each battery
is expected to support up to 150 homes and
businesses with stored energy. A highly personalised
approach was taken to liaise with community
members regarding this installation and the project
team was very supportive of stakeholder needs to
ensure visual amenity concerns are considered in the
placement of the batteries. A formal test of the noise
and electromagnetic fields from the batteries was
undertaken and the results were communicated to
residents. This initiative contributed to the Bayside
Council carbon emissions target and has been the
forerunner to a broader scale of the project.

In New Zealand, the substation at 174 Victoria Street,
Wellington is a 100-year-old building rated at 50%
IL4 (Important Level 4 is the seismic restraints required
for critical venues). To prevent this heritage from
being damaged during earthquakes, which occur
quite often in New Zealand, Wellington Electricity has
strengthened this building to 67% IL4 by adding steel
bracing in roof structure.
HK Electric joined hands with a local green group,
the Conservancy Association, to develop a new
eco-heritage route “The Eastern Sparkle” under the
“Green Hong Kong Green” programme. A series of
mini videos were released allowing viewers to reminisce
on the sights and sounds of the Eastern District on
Hong Kong Island which used to be an entertainment
hub decades ago. Interesting bird species, flora, and
fauna are also introduced on the route. With this
new route, HK Electric has completed its mission of
developing eco-heritage trails within its supply territory
with a choice of 11 trails for the public to appreciate
the city’s diverse ecological and heritage resources.

Sustainability Report 2020

UKPN uses other methods to measure and improve
customer satisfaction such as Rant and Rave surveys,
Google reviews and Trustpilot feedback. Their service
recovery process via Rant and Rave surveys has given
the resolution team greater insight, making it clear
and easy for them to see which areas and processes
to focus on for improvement. UKPN took part in the
2020 UK Customer Satisfaction Index (UKCSI), which
benchmarks customer satisfaction, and was once again
placed in the top 10 companies in terms of complaint
handling. Ofgem, the UK Regulator, measures
customer satisfaction scores across the industry,
with UKPN scoring best in class 92% satisfaction,
continuing the improving trend since 2010.
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Egrets and other interesting bird species are highlighted in
“The Eastern Sparkle”, a new GHKG eco-heritage route.
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Community investment
The Group also supports the economic and social
growth of the local communities in which it operates,
in accordance with the specific commitments specified
in the Sustainability Policy. The Hong Kong Council
of Social Service awarded the 15 Years Plus Caring
Company Logo to the Group, in recognition of our
commitment in caring for the community, employees
and the environment over the past years.
Each of our businesses supported their local
communities in the 2020, particularly towards fighting
the pandemic.
AGIG
•
Expanded its Community Partnership Programme
and increased funding nationally to AUD500,000
per annum to support community and not-forprofit organisations in the regions where we
operate. Long term flagship partnerships included
Foodbank (food relief), Angel Flight (transport to
medical appointments for regional communities),
Clontarf Foundation (supporting young
indigenous men) and Land care (environmental
protection).

Power Assets Holdings Limited

EDL
•
Donated AUD250,000 to support bushfire relief
efforts, AUD10,000 for a local council dealing with
the impacts of COVID-19, AUD17,844 towards
the Cullerin Range Wind Farm Community Fund,
and the remaining AUD107,683 towards charities
supported by EDL employees.

Taking into account community suggestions,
VPN reworks plans and schedules to relocate
underground cables in the Brunswick Network
Upgrade project.

HK Electric
Together with Power Assets, HK Electric donated
•
a total of over HKD1.2 million to the Community
Chest on a 1:1 to help those affected by the
pandemic.
•

Initiative to support communities affected by
COVID-19.

Encouraging employee volunteering
The Group encourages its employees to play a positive
and active role in the communities where they live and
work and encourages staff members to join voluntary
programmes and participate in voluntary community
work.

NGN
•
Donated GBP50,000 to local communities and
grass roots organisations to address short-term
needs of vulnerable residents in northern
England.

To encourage employees to participate in community
projects, EDL offers two paid days every year for
volunteer work, and provides matching funds for
approved charities and donation programmes.
Australian Gas Infrastructure Group also provides one
day’s leave per year for all employees to participate in
the Community Partnership Programme.

WWU
Committed GBP50,000 to help charities and
•
local organisations recover from the coronavirus
pandemic.

UKPN’s employees have two paid days to volunteer
in their communities which they can spend on a new
scheme to ‘Donate by Dialling’, ringing people who
are isolated during lockdown.

•

Helped charitable, environmental and medical
organisations to support vulnerable customers.

•

Allocated GBP55,000 to charities and other
groups under its Safe and Warm fund as a
response to the challenges of COVID-19.

HK Electric has a large contingent of company
volunteers who are very active in supporting senior
citizens and caring for the environment. Volunteers
are entitled to a maximum of two day’s leave per year
for joining the company’s volunteer service.

Regulatory Compliance
During the reporting period, we were not aware of any
incidents of non-compliance with laws and regulations
that have a significant impact on the Group relating to
employment and labour practices, occupational health
and safety, health and safety, advertising, labelling
and privacy matters relating to products and services
provided and methods of redress, nor did we identify
any incidents relating to the use of child or forced
labour.
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VPN’s Brunswick project, which involved the offload of
an aging Zone Substation and increase to the capacity
of another, required significant works within 2.4 km
of suburban streets. The stakeholder engagement plan
took into consideration research within the community
which identified concerns with previous electricity
infrastructure developments and electromagnetic
fields, including serious delays in schedule and an
increased budget. The research showed that levels
of awareness and trust were both low and VPN
undertook extensive engagement with the community
to mitigate the risk of opposition impacting the
project’s delivery.

HK Electric has appointed external advisors to sit on its
Smart Power Building Fund and Smart Power Education
Fund. The advisors come from the engineering and
education sectors as well as community and green
groups to offer expert views and advice on energy
efficiency promotion and education work.
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Working alongside the ongoing and extensive
programme of engagement with both stakeholders
and customers, WWU also has a Customer
Engagement Group (CEG) that provides a different
perspective on the company’s plans for future
investment, customer services and social obligations,
environmental performance, etc. Comprised of nine
members representing different customers and
stakeholders, with specialisms in different areas, the
CEG is independent of both WWU and its regulator.
Its views help the regulator to understand how WWU’s
business plans reflect and meet the needs of different
stakeholders.

